MAMATKA )
ANs OBYHAIOLLMXCS OB MHOOPMALIMOHHON BE3OMNACHOCTY AETEN

HENb3A

1. Bcem nogpsig coobwaTb CBOK YacTHYK MHGOpMaUMo (HacToswme ums, daMmmnmio, TenedoH,
aZpec, HoMep LIKOMbl, a Takke doTorpacumm CBoU, CBOEW CEMbU U ApPYy3en);

2. OTKpbIBaTb BNOXEHHbIE (palnbl 3NEKTPOHHOW MOYThI, KOrAa He 3Haellb OTnpaBuTens;
3. [pybuTb, NpuanpaTtbCs, OkasblBaTb AaBIEHME - BECTU CeBs1 HEBEXITMBO U arpeCCHBHO;

4. He pacnopspkalicss geHbramu TBOEW cembW 6e3 paspelleHusi CTaplmux - Bcerga cnpawmsan
poauTenewn;

5. He BcTpeuanca ¢ VHTepHeET-3HakOMbIMW B peanbHOW >XM3HU - MOCOBETYWCH CO B3POCIbIM,
KOTOPOMY [OBepsieLLb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YnTtaewnb o cebe Henpaedy B MHTepHeTe - coobliy o6 3TOM CBOUM
poauTenaM UMK OneKyHam,;

2. MNpurnawatoT nepennceiBaTbCs, Urpatb, 06MeHNBaTLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konnpoBaHue ¢ainnos B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocnbiM 0 Npobriemax B CeTH - OHW BCeraa nomoryr;

5. Vicnonb3y HacTpowku 6e3onacHOCTV UM MPUBATHOCTU, YTODbLI HEe MOTEPSTb CBOM aKKayHTbl B
couceTax n Apyrux nopranax.

MOXHO
1. YBaxaw gpyrux nono3oBaTtenem;
2. Monb3yewbca MHTEpHET-UCTOYHUKOM - Aenan CCbIfKy Ha Hero;
3. OTKpbIBaW TONBKO TE CCINKK, B KOTOPbIX YBEPEH;

4. ObwaTtbcs 3a NOMOLLLI B3pPOCHbIM - POAUTENW, OMeKkyHbl M agMUHUCTpaLMs CalToOB Bceraa
NMOMOryT;

5. Mponan o6yyeHne Ha carnTe "CeTeBNYOK" 1 Nony4dn nacnopT LM poBoro rpaxgaHuHal

NWHO®OPMALIMOHHAA NAMATKA
AnA ObYYAKOLWNXCA AnA PASMELLEHUA
HA O®PULNANBbHbLIX UHTEPHET-PECYPCAX

C kaxablM rogoM MONOAEXU B MHTEPHETE CTaHOBUTLCS Oornblue, a LUKOSIbHUKU OOHWU U3 CaMbiX
aKTMBHbIX Monb3oBaTtenen PyHeTta. Mexay TeM, NOMMMO OFPOMHOIO KOMMYecTBa BO3MOXHOCTEWN,
WHTEPHET HeCeT 1 Npobnembl. ITa NamMATKa JOMMKHA NoMoYb Tebe 6e30nacHO HaxoanTbLCA B CETH.

KoMnbioTepHble BUpYChI

KoMnbloTEpHbIA BUMPYC - 9TO pPasHOBUOHOCTb KOMMBIOTEPHbIX MNPOrpaMM, OTHAUYUTESNBLHOW
0COBGEHHOCTLI0 KOTOPOW SIBMSIETCA CNOCOOHOCTb K pa3MHOXKEHUI0. B fononHeHne K 3ToMy, BUPYCbl MOTYT
MOBPEAUTb WIU MOMHOCTBI YHUYTOXWUTL BCe paiinbl M AaHHble, MOAKOHTPOSbHbIE MOSb30BaTenio, oT
UMeHM KoToporo Gbina 3anyllleHa 3apaxeHHas nporpamma, a Takke MoBpeauTb UMW Aaxe YHUYTOXUTb
OMepaLMoHHY0 CUCTEMY CO BCeMu harnamu B LenoMm. B GonbluMHCTBE CryyYaeB pacrnpoCTpaHsitoTCs
BMPYCbl YePE3 UHTEPHET.

MeToabl 3aWmnTbl OT BpPEeAOHOCHbIX nporpamMmm:

1. Micnonb3yin coBpeMEHHbIE OMnepauoHHbIE CUCTEMbI, UMEIOLLME Cepbe3HbIN YPOBEHb 3alUmThl OT
BPEeAOHOCHbBIX Nporpamm;



2. MocTosHHO YycTaHaBnuMBal naytTm (UMPOBbLIE  3annaTtkv, KoTopble aBTOMAaTUYECKU
yCTaHaBNMBAlOTCA C LUenblo AopaboTku nporpaMmbl) M Apyrne OGHOBMEHWsSI CBOei onepauluoHHON
cuctembl. CkaumMBal MX TONbKO C oduumanbHoro caita paspabotuvka OC. Ecnv cywecTByeT pexum
aBTOMaTMYeCKOro 0GHOBIEHUS], BKITHOUW €r0;

3. PaBoTain Ha CBOEM KOMMbIOTEPE Nof NpaBaMu Mofb3oBaTens, a He agMUHUcTparopa. ATo He
no3BonnT 6OJ'IbLIJVIHCTBy BpeaOHOCHbIX MNporpaMM WHCTannmMpoBaTtbCA Ha TBOEM NEepCOHAJIbHOM
KOMMbIOTEPE;

4. Vcnonb3yh aHTUMBUPYCHble MporpamMMHble MPOAYKTbl W3BECTHbIX NpousBoauTenewn, ¢
aBTOMaTU4ecknm obHoBneHnem 6as;

5. OrpaHuyb puanyeckuii 4OCTYN K KOMMbIOTEPY ANsl MOCTOPOHHUX L

6. Vcnonb3yih BHeEWHME HOCUTENU WHOPMaLUW, Takme Kak drnewka, OUCK unu dann us
WHTEPHETA, TOMbKO 13 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBan KoMMblOTEpPHblE bannbl, NOMYyYEHHbIE N3 HEHaOEXHbIX MCTOYHMKOB. [axe Te
(havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylie yToO4HKU y Hero, oTnpasnsan nm oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepedaym SaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas komnaHusa 3apeructpuposana 6peng "WECA", yto 0603Ha4ano cnoBocoveTtaHme
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOMHOCTL".

[o Hawero BpemeHn gowrna gpyras abbpesmatypa, koTopas ABNAETCHA TAKOW e TEXHOMNOrnemn.
310 abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINO JaHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW
TexHukun Hi-Fi, 4To B nepeBoae o3Ha4vaeT "BbliCOKas TOYHOCTL".

[a, 6GecnnatHbll WHTEPHET-JOCTYN B Kade, OTensXx W aspornopTax SABMASETCS OTNINYHOMN
BO3MOXHOCTbIO BbIXxOfa B MHTEPHET. Ho MHOrmMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi cetn He
ABNAOTCA 6e30MacHbIMU.

CoBeTbl No 6e3onacHocTu paboTkl B 06LenocTynHbIx ceTax Wi-fi:

1. He nepegasan cBoto nuyHyto nHdopmMauuio Yepes obuweaoctynHole Wi-Fi cetn. PaboTtas B HuXx,
)XenartenbHO He BBOAUTb Naponn AOCTyNa, NOrMHbl U Kakue-To HOMepa;

2. Vcnonmb3y n OOHOBMSIN aHTMBUPYCHble MporpamMmbl M OpaHamayep. Tem cambiM  Thbl
obesonacuwb cebs OT 3akadkn BUpyca Ha TBOE YCTPOMWCTRO;

3. Mpwu ncnonbsosaHmun Wi-Fi oTkntoum dyHkumio "O6wmn goctyn K pannam v npuHtepam”. JaHHas
dyHKUMSA 3aKpblTa MO YMOMYaHWUIO, OAHAKO HEeKOTOpble MOoNb3oBaTenu akTMBUPYLT ee Ansg yaobctea
ucnonb3oBaHusa B pabote nnu yyebe;

4. He ucnonb3yn nybnuynHein WI-FI ona nepegayv nuyHbIX OaHHbIX, Hanpumep Ans Bbixoda B
coumarnbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awuiieHHoe coeauHeHne vyepes HTTPS, a He HTTP, T.e. npu HaGope BeG-
agpeca BBogu MMeHHo "https://";

6. B mobunbHom TenedoHe oTkmtoum cyHkumo "MogkntoveHne k Wi-Fi aBTomatudeckn”. He
Jornyckam aBToMmaTU4eCKOro noaknoyeHunsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

COLLI/IaJ'IbHI:Ie CeTn aKTMBHO BXOOAT B Hally XW3Hb, MHOruve nwoaun pa60Ta+0T n XuUBYyT TaMm
NnocTosiHHO, a B Facebook yxe 3apermctpmpoBaH Munnuapg YenoBek, YTO ABNAeTCA OAHOW cedbMOW
BCEX Xutenen nnaHetbl. MHOrMe nonb3oBaTenu He MOHNMAKOT, 4YTO I/IHC*)OpMaLI.I/Iﬂ, pasmMelleHHaa nvn B
coumanbHbIX CETAX, MOXET ObITb HangeHa U NCMONb30BaHa KeM YyrogHo, B TOM yncne He obsa3aTenbHo ¢
bnarmmmn HamepeHuaMuN.

OcCHoBHble cOBEeTbI N0 6€30MacHOCTM B coLMarnbHbIX CETSX:



1. OrpaHuyb cnucok apysen. Y 1ebsa B Apy3bsiX HE AOMKHO ObiTb CriyYanHbIX 1 HE3HAKOMbIX FOAEN;

2. 3awmwan cBOK YacTHYK XMu3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro
POXOEHUSA N APYry0 NUYHYI0 UHCpopMaLMio. 3MOYMbILLIEHHUKM MOTYT MCMOMb30BaTh AaXe MHOPpMaLUIo
0 TOM, KaK Tbl 1 TBOW poaUTENU NNaHNpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceoro penyTauumio - 4epXu ee B YACTOTe 1 3agasan cebe Bonpoc: xoten bl Thbl, YTOObI
ApYyrue nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewb? lMogymaii, npexae 4yem 4YTo-TO onybnukoBaTb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl roBopulb C FOAbMW, KOTOPbIX HE 3Haellb, He WCMONb3yl CBOE peanbHoe UMS U
APYryo NMYHY0 MHPOPMaLUN: MMS1, MECTO XXMTENbCTBA, MECTO Y4EDbI 1 NPOYEE;

5. N3bGeran pasmelleHna dotorpacdmn B WHTepHeTe, roe Tbl u3o0pakeH Ha MEeCTHOCTW, Mo
KOTOPOI MOXHO ONpeaenuTb TBOE MECTOMOSIOXKEHNE;

6. lNpun pernctpaumm B coumanbHOM CceTU HeobXOAMMO WCMONb30BaTb CIIOXHbIE Maposu,
cocTosme n3 6yks 1 LMdP U C KONNMYECTBOM 3HAKOB HE MeHee 8;

7. Ona counanbHOW CeTH, MOYTbl U OPYrMX CAUTOB HEOBXOOUMO UCMONb30BaTb pasHbie Naponu.
Torga ecnu Tebsi B3NoMatoT, TO 3/10YMbILLMIEHHMKN NOydaT AOCTYN TOMbLKO K OAHOMY MECTY, a He BO BCce
cpasy.

OneKTPOHHbIE AEHbLIN

aﬂeKTPOHHbIe AOEHbIN - 3TO O4YEHb WJ,O6HbII7I crnocob nnarexemn, ogHako CyLecCTBYHOT MOLUEHHUKMN,
KOTOpPbl€ XOTAT NOJNTYYNUTb 3TN OEHbIN.

aﬂeKTpOHHble AEeHbIn NoABUITNCb COBCEM HEQABHO M MMEHHO M3-3a 3TON0 BO MHOIMMX rocygapcrBax
00 C1X NOop He NponncaHo Npo HUX B 3aKOHax.

B Poccumn xe OHU (DYHKUMOHMPYIOT M O HUX YKe MPOMMCaHO B 3aKOHe, rae WX pasgensioT Ha
HEeCKOMbKO BUAOB - aHOHUMHbIE U HE aHOHUMHble. PasHyua B TOM, YTO @aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaetcs npoBoAuTb onepauun 6e3 uageHTUdmKaumm nonb3oBaTens, a B HEaHOHWMHbIX
naeHTudurkaums nonb3osatens AsnseTcs ob6s3aTensHON.

Takke cnegyeTt pas3nuyatb 3NEKTPOHHbIE PuaTHble AeHbIM (PaBHbI FOCYAAPCTBEHHBIM BantoTaMm) u
3NEKTPOHHbIE HedMaTHbIE AeHbMM (HEe paBHbI FOCYAapCTBEHHBLIM BanoTaMm).

OcHoBHble coBeTbl Mo 6e3onacHoOn pa60Te C 3J1EKTPOHHbIMU OEHbramMmu:

1. MpuBsDKM K cHETY MOBUNBHbLIV TenedoH. 3To cambivi yAoOHbIN 1 BbICTPBIN CNOCO6 BOCCTAHOBUTL
pocTtyn Kk cyeTy. [NpuBsA3aHHbIN TenedoH MOMOXET, ecnu 3abyaellb CBOW NMATEXHbIA Maponb WAn
3angellb Ha calT C HE3HAKOMOro YCTPOWCTBA;

2. |/|Cﬂ0]'|b3y17I OQHOpPa30BbIE NMapoJin. Mocne nepexoga Ha yCuUneHHyo aBToOpu3auunto Tebe yXe He
6yp,eT yrpoXxatb ONacHOCTb KpaXXu Unn nepexesata niaTteXXHoro napond,

3. Bbibepu cnoxHbli naponb. [lpecTtynHukam 6ydeT He MpoCTO yragaTb CRAOXHbLIA Naporb.
HapexHble naponu - 3To Naponu, KoTopble cogepXaTt He MeHee 8 3HaKOB M BKOYaloT B ceb5 CTPOYHble
W nponucHble OykBbl, UUMPbl U HECKONMbKO CMMBOSIOB, TakMe Kak 3Hak jJonnapa, QyHTa,
BOCKNMUaTenbHbIi 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NUYHbIE JAHHbIE HA canTax, KOTOPbIM HE AOBeEpAeLlb.
aneKTpOHHaﬂ noyTta

OneKTpoHHas noyta - 3TO TEXHOSMOrMst U NpefocTaBnsdemMble €K YCIyrn no Mnepechbifike U
MONYYEHNIO 3NEKTPOHHBIX COOOLLEHWIA, KOTOpbIE pacnpenensiTcs B KOMMbOTEpHOM ceTu. OObluHO
SNIEKTPOHHBIA MOYTOBLIA SALWMK BbIFNAAUT CriegylwmM o0pa3oM: MMsi_Nonb3oBaTenda@umsa_aoMeHa.
Takke kpome nepegaym NpocToro TeKCTa, UMeeTcsl BO3MOXHOCTb nepedasaTb hannbl.

OcHoBHbIe coBeThbl N0 Ge3onacHow paboTe ¢ 3NEeKTPOHHOW NOYTOWN:

1. Hapo BbiGpaTb nNpaBurbHbIA MNOYTOBLIA cepBUC. B UWHTepHeTe eCcTb OrpoMHbIN  BbIGOP



GecnnaTHbIX NOYTOBLIX CEPBMCOB, OAHAKO fydlle JOBEPSATH TEM, KOO 3HaeLb M KTO NepPBbI B PEATUHTE;

2. He ykasbiBah B JIMYHOW MO4YTE JMYHYKO WHGopmaunto. Hanpumep, nydwe BbiOpaThb
"My3blkanbHbIN_aHat@" nnu "pok2013" BmecTto "temal13";

3. Wcnonb3yn OByxaTanHyt aBTopu3auuio. OTO Korga MOMUMO Maporns HYy>XHO BBOAUTb KOp,
npucbinaembii no SMS;

4. Bbibepn cnoxHbii naponb. [Ons KaXgoro MoYTOBOro fAuiMka AOSMKEH OblTb CBOW HaAEXHbIN,
YCTOWYMBBIN K B3MIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTbL Hanncatb CamoMy CBOM NIUYHbIV BOMPOC, UCMOMb3Yh 3Ty BO3MOXHOCTb;

6. VMcnonb3yn HECKONbKO MOYTOBbLIX AWMKOB. [MepBbli OANA 4YacTHOW NEpenuckn ¢ agpecatamu,
KOTOpPbIM Tbl [oBepsielb. OTO SMEKTPOHHbLIA agpec He Hado WCMofb3oBaTb NPWU perncrpaumm Ha
dopymax un cantax;

7. He oTkpbliBal hanbl 1 Apyrne BMOXEHUS B NUCbMax, AaXe eCNu OHU NPULLNX OT TBOUX ApY3eMn.
Jlydwe yTouHM y HUX, OTNpaBnsany v oHu Tebe atu dawnel;

8. lMocne okoH4YaHMsi paboTbl Ha MOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKMAOKW C CalTOM He
3abyab HaxaTb Ha "Beitn".

KMGepGynnMHr WUnu BupTyanbHoe usgeBatesibCTBO

KnGepOynnuHr - npecnenoBaHWe COOGLIEHUSIMK, CcoAepXaluMMn OCKOpOGIeHnsl, arpeccuto,
3anyrvBaHve; XynuraHcTBo; colmansHoe GOMKOTMPOBaHME C NMOMOLLbH0 PasnnyHbIX MHTEPHET-CePBICOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocarica B 6oi. Jlyywwmii cnocob: nocoBeToBaTbCA Kak cebst BECTU U, eCNn HET TOro, K KOMY
MOXHO 06paTuTbCa, TO BHadane ycrnokoutbcd. Ecnv Tbl HayHewb oTBevyaTb OCKOpbrneHusaMn Ha
ockopBneHns, To TOMbKO eLle Bonblue pasoxKellb KOH(AKKT;

2. YnpaBsnan csoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,eCTByl'OT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHMMHbLIM
aKKayHTOM;

4. He cTtouT BecTM XynuraHckun obpas BUPTyarbHOM >XU3HW. VIHTepHeT dumKkcupyeT BCe TBOM
AeNCTBUS U CcoXpaHsaeT ux. YaanuTb ux OyaeT kpariHe 3aTpygHUTENBHO;

5. Cobniogaw cBol BMPTYyarbHY YeCTb CMOMOAY;

6. WrHopupyh eguHudHbIn HeratwuB. OpgHoOpasoBble oOcCKOpOuTenbHble COOOLWeHMA nydle
urHopuposaTtb. OBbIYHO arpeccusi NpekpaLllaeTcs Ha HavYanbHOW cTaguu;

7. BaH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMW COOOLEHUSMWN, B COLMAnNbHbLIX CETAX
€CTb BO3MOXHOCTb 6]'IOKI/IpOBKl/I oTnpaBKu coobLeHun ¢ onpeneneHHbIX agpecos;

8. Ecnn TbI cBupgetenb kubepbynnuHra. TBoM OEWCTBUS: BbICTYNUTb MPOTMB MpecregoBaTens,
nokasaTb €My, YTO ero AeWCTBUSA OLEHMBAIOTCA HeraTtMBHO, noagepxaTb XepTBY, KOTOPOM HYXHa
ncmxorormyeckas MoMoLLb, COOOLUMTL B3POCIbIM O (hakTe arpeCCUBHOIO NoBeAeHUs B CETH.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapT(OHbl U MNMaHWeTbl cogepxat B cebe BMoNnHe B3pocnblid OyHKUUOHAnM, u
Tenepb OHW MOTYT KOHKYpMpOBaTb CO CTaLMOHApHbIMK KOMMboTepaMmu. OfHako, CpeacTs 3aluThl Ans
Noao6GHbIX YCTPOMCTB MOKa 04eHb Mano. TeCcTpoBaHmWe U NOUCK YsI3BUMOCTEN B HUX MPOUCXOOUT He Tak
WHTEHCKBHO, kak ans MK, To e caMmoe kacaeTcst 1 MOBUIbHBLIX NPUNOXEHWIA.

CoBpeMeHHble MobuIbHbIE Bpay3epbl yxe NpaKTUYecku OOrHanu HacTomNbHble aHanoru, oaHako
paclumpeHmne yHKLMOHana BrneyYeT 3a cob60i GOMbLLYH CNOXHOCT Y MEHbLUYIO 3aLLMLLEHHOCTb.

[aneko He Bce npoun3BoanNTENN BbIMYyCKalOT OOHOBIEHUS, 3aKpbiBawLWne Kputn4yeckme ya3smMmoCcTu
ana cBoux yCTpOIZCTB.



OcHoBHble coBeTbl Anst 6e3onacHOCTN MOBMNbHOro TenedoHa:

Huyero He gBnsetca no-Hacrtoduwemy OecnnaTtHbIM. Byﬂ,b OCTOpOXeH, Bedb Koraga Tebe
npegnararoT ©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl KakKne-TO nnaTHble YCIyru;

Oymaini, npexge 4yem otnpaBuTb SMS, ¢doTo nnm Buaeo. Thbl TOYHO 3Haellb, raAe OHW OyayT B
KOHEYHOM uTtore?

Heobxooumo 0OHOBMSTL ONEPaALMOHHYKO CUCTEMY TBOETO CMapTdOHa;
Vicnonb3yi aHTUBMPYCHbIE NporpamMmmbl Anst MOBUIbHbIX TeNegOHOB;

He 3arpyxai npunoXxxeHust OT HEM3BECTHOrO UCTOYHMKA, BeAb OHM MOFYT CoAepKaTb BpeaoOHOCHOE
nporpamMmmHoe obecrneyeHme;

lNocne TOro Kak Tbl BblMAELWb C cauTa, rae BBOAWM JNIMYHYH MHGOPMaLMIO, 3angm B HACTPOMKM
Opaysepa u yoanu cookies;

Meproanyeckn npoBepsii, Kakne NnaTHbIE YCMyrn akTMBMPOBaHbI HA TBOEM HOMEDE;

HaBaii cBoil HOMep MOGUNbHOrO TenedoHa TOMNbKO INOAAM, KOTOPbIX Thl 3Haellb WM KOMY
[AoBepsellb;

Bluetooth gormxeH BbITb BbIKNIOYEH, KOrAa Thl UM He nonb3yellbes. He 3abbiBan MHoraa NpoBepsThb
aTo.

Online urpbi

CoBpeMeHHblE OHMalH-Urpbl - 3TO KpacouyHble, 3axBaTbliBaloWMe pasBrieyYeHusi, oGbeanHsowme
COTHU ThbICAY YenoBeEK Mo BceMy MUpY. Vrpoku MccneayoT AaHHbIi UM MUp, obLialoTcs Apyr ¢ ApYyrom,
BbIMOJHSAIOT 3afaHusl, CPaXalTCs C MOHCTPaMM M MoNyyalT OnbIT. 3a YOOBOSbLCTBME OHW MNNATAT:
MOKynarT AUCK, OnnavnsaoT aboHeMeHT Unmn NpuobpeTaloT Kakue-To onuuu.

Bce ot cpeactsa uayT Ha nogdeplkaHue U pasBUTUE Urpbl, a Takke Ha caMmy 6GesonacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpM3auuUW, BbIMycKaloTCA HOBble natuu (UMdppoBble 3annaTku Ans
nporpamm), 3aKpbiBaloTCs YA3BUMOCTU CEPBEPOB.

B nopoGHbIx urpax CTouUT onacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXwun TBOEro
naponsd, Ha KOTOpoOM OCHOBaHa cuctemMa aBTopusalum SonblUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTV TBOEro UFPOBOIO akkayHTa:

1. Ecnu gpyroi urpok BedeT cebsi Mroxo unu cosgaet TebGe HenpusTHOCTU, 3abrokupyit ero B
CMCKe UrPOKOB;

2. Toxanyncs agMuvHUCTpaToOpaM Wrpbl Ha MroX0oe MNOBEAEHWE JTOr0 MWrpoka, XenaTernbHo
NPUNOXWTL Kakue-To JoKka3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto MHdopmauuio B npodainne urphbl;
4. YBaxawn gpyrux y4acTHUKOB Mo urpe;

5. He ycTaHaBnuBan HeoduumanbHble NaTtyn u Moapl;

6. Vicnonb3yi CnoxHble 1 pasHble naponu;

7. Naxe BO BpeMsA Urpbl HE CTOUT OTKNIOYaTb aHTUBMPYC. lMoka Tbl Urpaellb, TBOW KOMMbIOTEP
MOTyT 3apasuTb.

PUWKHT Unn KpaXxa NMUYHbIX AaHHbIX

OOGbl4HOWM KpaXkel AeHer M OOKYMEHTOB CErofHs YXKe HUKOro He yAMBULIL, HO C pasBUTMEM
WHTEPHET-TEXHOMOMIA  3MOYMBILLNIEHHUKN MEPEMECTUNNCL B WHTEPHET, M MPOAOMKAT 3aHUMMAaTbCA
"NodUMbIM" Aenom.

Tak nosiBMnacb HoBasi yrposa: MHTepHeT-MOoLeHHn4YecTBa Uimn (*)I/ILIJMHF, rmaBHaA LeNlb KOTOPOro



COCTOMT B MOMyYeHUn KOHMAEHUManbHbIX AaHHbIX Monb3oBaTenen - norMHOB W naponen. Ha
aHrnumnckom a3bike phishing untaetca kak domwunHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3nomaHa, TO
HeobxoaMMo 3abrIoKMpoBaTh ee U COOOLWMTL aAMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. MCHOJ’IbSyVI Ge3onacHble Be6-canThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vcnonb3yh cnoxHble W pasHble naponu. Takum obpasom, ecnu Tebs B3nOMalT, TO
3MOYMBbILLUNIEHHUKM NofyYaT JOCTYN TOMbKO K OAHOMY TBOEMY Npodunio B CETU, a HE KO BCEM;

4. Ecnn T1ebsi B3nomanu, To Heobxooumo npegynpeontb BCeX CBOUX 3HAKOMbIX, KOTOpPbIe
nobaBneHbl Yy Tebs B apy3bsax, O TOM, 4TO Tebsi B3nomanu M, BO3MOXHO, OT TBOEr0 WMMEHU 6yp,eT
paccbinaTtbCA cnamM U CCbINTKN Ha (bI/II.IJVIHFOBbIe canTbl;

5. YctaHoBu HagexHbIv naporb (PIN) Ha MoBunbHbIM Tenedon;
6. OTkno4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan canbl n gpyrue BrOXEHNa B NMCbMax, Aaxe eCnNu OHW NPULLIAN OT TBOUX OpPY3€EN.
Jlydwe yTouHM y HUX, OTNpaBnsany nv oHu Tebe atu cawnsbl.

LindpoBas penyrauus

LindbpoBas penytaums - 3TO HeratMBHas unNu no3MTUBHAs WHdopmaums B cetn o Tebe.
KomnpomeTupyowias wHdopmaums, pasmelleHHas B WHTepHeTe, MOXeT Ccepbe3HbiM obpa3om
OTpa3nTbCA Ha TBOEW peanbHOW Xu3HW. "LimdpoBasa penytaums" - 9TO TBOW MMUOXK, KOTOPbLIV
dopmupyeTca u3 nHopmauum o Tebe B MHTEPHETE.

TBOE MECTO XMTENbCTBA, yqe6b|, TBOE d)I/IHaHCOBoe nosoXeHne, 0CODEHHOCTU Xapaktepa wu
paccKkasbl O ONun3KMxX - BCe 3TO HaKanMBaeTcs B CETU.

MHorne nogpoCTKM NErKOMbICIIEHHO OTHOCATCS K NyGnuvkauum nnyHon nHdopmauum B MIHTepHeTe,
He MNoHMMasi BO3MOXHbIX NOCReACTBUMI. Thbl AaXe He CMOXellb AorafaTbCs O TOM, YTO hoTorpadus,
pa3mMelleHHasa 5 neT Hasag, cTana NpPUYNHOM oTkasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBoux doTtorpaduii u apyrve OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocne TOro, Kak Tbl MX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHwun 3Ty MHgopMauuio, nonana nm oHa B
MOMCKOBbIE CUCTEMbI M COXpaHunacb Ny OHa, a rnaBHOe: YTO noaymarT o Tebe okpyxatowwme ngu,
KOTOpble HangyT 1 yBUAAT 3T0. Hantn nHdopmaumio MHOrO NeT CnycTd CMOXeT Mobon - kak u3 gobpbix
nobyxgeHun, Tak n ¢ HamepeHMeMm NPUYNHUTL Bped. OTO MOXKET ObITb KTO YrogHo.

OcHOBHble CcOBeTbI MO 3alunuTe LI,I/I(prBOVI penyTauunmn:

1. Moaymaii, npexae Yem 4To-To Ny6nMkoBaTb M NepedaBaTtb y cebs B 6Grore Unm B couunanbHoM
ceTu;

2. B HacTpourkax npoduns yCTaHOBM OrpaHWYEeHUs Ha MPOCMOTP TBOEro npoduna u ero
LN

COAepXUMOro, caenan ero Tonbko "aAng apysen";

3. He pasmelwlann n He ykasbiBa MHGOPMALMIO, KOTOpash MOXET KOro-nmbo ockopOnaTe wnm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMEHHbIe LLKOMNBbHUKU - aKTMBHbIE MOMb30BaTENU LUMAPOBOro npocTpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO MOMb30BaHNEe MHOMMMW BO3MOXHOCTSMM LMdpoBoro Mmupa tpebyet cobnoaeHus npas
Ha MHTenNneKTyansHyt CO6CTBEHHOCTb.

TepMuH "MHTENNeKTyanbHasi COBCTBEHHOCTL" OTHOCUTCS K Pa3nyHbIM TBOPEHMSAM YEIOBEYECKOrO
yMa, HaunHas C HOBbIX M306peTEHMI 1 3HaKoB, 0603HaYaLWMX COBCTBEHHOCTb Ha NPOAYKTLI U YCNyru, U
3aKkaH4MBas KHUramu, otorpacpusiMm, KMHOUNbMaMm 1 My3blkaribHbIMU NPOU3BEAEHUSIMU.



ABTOpCKME MpaBa - 9TO NpaBa Ha WHTENNEeKTyanbHyt COBCTBEHHOCTb Ha MPOW3BEAEHUS HayKw,
nuTepaTtypbl U UCKycCcTBa. ABTOpPCKME TMpaBa BbICTYNalOT B KavyecTBe rapaHTMM TOro, uTO
WHTENNEKTyanbHbIN/TBOPYECKNA TpyA aBTopa He OydeT HanpacHbIM, QacT eMmy chpaBefiMBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAda, nofy4yuTb M3BECTHOCTb U NpuaHaHue. HukTo
0e3 paspelueHns aBTopa He MOXET BOCNPOM3BOAWTbL €ro Npou3BedeHue, pacnpocTpaHsiTb, NyGrMYHO
AEMOHCTpMpOBaTb, NpodaBaTb, MWMMMOPTMPOBaTb, MyckaTb B MpokaT, MybrmM4YHO  MCNOJHSATH,
NMoKas3bIBaTb/UCMNOMNHATL B achmpe unu pasmeltaTb B MIHTepHeTe.

Vicnonb3oBaHuve "nupaTckoro” nporpaMmHoro obecnevyeHms MoXeT NpUBECTM K MHOTMM PUCKaM: OT
noTepu JaHHbIX K TBOMM akkayHTam A0 GrOKMpPOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEHa HeneranbHas
nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT feranbHble U OecnnaTHble MporpamMmbl,
KOTOPbl€ MOXHO HaWTK B CETU.

O noprane

CeTeBMYOK.pe - TBOW rMaBHbIi COBETYMK B CETU. 34ECH Thl MOXELUb Y3HaTb O GE30MAaCHOCTU B CETU
MOHATHBIM U JOCTYMHbLIM A3bIKOM, @ NPY BO3HUKHOBEHUM KPUTUYECKON CUTyauun obpaTuTbCsl 3a COBETOM.
A Takxke NPUHATb y4acTne B KOHKypcax U cTaTb caMbiM LMGPOBLIM rpaxXaaHuHoM!



